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EISS TF Session: Discussion of Role Base
Access Control (RBAC)

Report from 2015/12/10 Meeting
@SEMI Japan




—
Meeting Brief

« 2015/12/10 10:00-12:00
« @SEMI Japan Office, Ichigaya Tokyo
« Attendees
— Won Tae Kim (Windtree Automaion)
— Koji Kitajima (Toshiba)
— Yuko Toyoshima (Hitachi High Technologies)
— Takashi Nakagawa (Yokogawa)
— Yoshihisa Takasaki (SCREEN)
— Terry Asakawa (TEL)
— Naoko Murata (TEL)
— Mitch Sakamoto (Consultant)

e Discussed Access Control and RBAC
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—

Summary
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—

Brief explanation of the Patent Application
reported by Asakawa-san

e Restrict access by « Role (ZMNZT. Skill

Skill in addition to IC& D7 ot X%z

the Roll. PR %,

— It will assign a person — AN%ZRole |71 >
to Role. ERAE

— The person has Skill — AICSKkill Attribute 7
Attribute. HBo

— Access permission is — Access DFFEaIE Roll
made by AND of Roll & Skill D AND T &
and Skill. N3,
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Memo of Discussions

From 2015/12/10 Meeting




—

Role enhances operations for security

 Roleis not » Role H'w4g L Bl
necessarily essential NictEFa)FrIC
for the securityinthe WEBTHD WS C
technology. C TIEX7R LY,

e Rather, it can be « TLA. EFaV
considered that the T+ DIEADBIFEIC
security operations EKHINDKLDICH
are carried out LT, X2l
appropriately, so the TA4hELETHEE
security is improved. ABDENTE S,
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—

We need classification of the Users

 User of resources ¢« )Y —ZXDFBE
— The user accesses to —~BRICTOERT S

information 11—
— The user of process - REZF->TUNEZT
using the equipment 21—
« Security e TXal)T 1 DEHE
administrator &
— Define the Role, and — RolezE&L. 77€
permit to access A%Z5al 9 %

/psemr



—

Concept Specification Standard

e Ratherthanthe Guide,it « Guide TlZ74:< .

ghou!]g be the Specification (9 %
pecilication 9 4T OEAERSD
— Itis a specification for - e 7 TR
requiring the application AR TH S
of the concept « RN—ArEBHHRT T
 Write in a two-tier of the A —, 3~ N— |-
basel.ancj substantial é/{ > 32Dl
applications = o
- Base:generally write what — B . RBACO#AITHYIC
should be in the RBAC HBINT &I
technically. =R
— Substantial applications: _ EEAQEH  TES
REAC defined P e NIRBACO R 2%
N9 o
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—

Authentication Data Transfer

e Meanwhile, to define « —H1FT. EREED—FE

a standard for "”‘i“d)t&bd)ﬂ‘ﬁ—%%
collective HIDBehEL
management of l_’)—CEE'gfcln% e 7o
authentication A Do
seems be apressing « SNARFEHE=4 3,
Issue.

« We prepare the
SNARF.
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